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Centennial Security.Suite is designed to help dramatically

improve an organization’s ability to defend the network
from both external and internal risks.

PrOVIdlng e'H:eCtIVG SO|UtlonS How is Security.Suite different?
to the th reats O'F Unlike the vast majority of

security solutions on the market,

e Operating system, network device firmware and application vulnerabilities Security.Suite is based on having a

e Unauthorized removable media device connections persistent presence throughout
e Unwanted data transfers at network endpoints your network. This enables our
e Potenially-dangerous ‘greynet’ applications on the network solution to identify and track every

hardware device and piece of
software installed across the
T : : organization, providing users with
Secu rlty Su Ite beneﬂts the ability to pinpoint risks across
the network and undertake the

Identify software & firmware vulnerabilities appropriate remedial actions.

Security.Suite compares an exact audit of the software and hardware against a
comprehensive online database of vulnerabilities, alerting administrators to risks
as they exist on your network and individual endpoints.

Benefit: Reduced risk of network downtime or external security breach, increased
productivity through minimization of resources required to identify vulnerabilities.

Enforce removable media device & data transfer policies
Security.Suite allows administrators to build and enforce device use policies to
control the use of portable devices on the network. All connections and data
transfers are monitored and data can automatically be encrypted.

Benefit: Reduced risk of accidental or malicious data leakage, prevention
of incoming malware and network infections from unauthorized devices,
protection of data in transit.

Control greynet software

Not all software applications on the network should be there. Some are
just a nuisance, while others represent a massive threat to the integrity of
IT systems. Security.Suite uses a dynamic audit of the network to alert
administrators to the presence of potentially-dangerous software.

Benefit: Reduced risk of network downtime, infection and malicious

attack. Improves productivity by highlighting ‘lifestyle” applications
that require administrator attention.
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Security.Suite combines the power of network
discovery with the ability to control removable
media and endpoint data transfers. Security.Suite is
comprised of a number of industry-leading, award
winning technology components that include:

Centennial Discovery

The first step in identifying the
security risks across the IT
environment is to know exactly what is
on the network at any given moment.
Centennial Discovery is unrivalled at
finding, auditing and tracking all the
hardware and software installed
throughout the enterprise.

Centennial Discovery's advanced

web reporting interface is perfect

for allowing multiple authorized
stakeholders around the business to
get a view of their IT estates.

It features a wealth of pre-canned and
customizable reports designed to
improve IT management and
decision-making.

Security.Advisor

Taking the audit information
recorded by Centennial Discovery,
Security.Advisor then dynamically
compares the hardware and software
identified on the network against an
extensive and up-to-date online
database of current security risks.

Security.Advisor dramatically reduces
the IT security team’s workload by
pinpointing security vulnerabilities
such as application, OS and
firmware vulnerabilities as well as 13
categories of greynet applications.
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Centennial DeviceWall

DeviceWall is Centennial’s multi
award-winning endpoint security
solution, which enables
administrators to build a policy that
allows or blocks device connections
and data transfers according to the
individual user’s rights.

Fully-featured auditing and reporting
enables managers to monitor the
entire network for connections and
data transfers. A seamless
integration with Active Directory
dramatically reduces the workload
associated with policy management.

With more than six million licenses sold to over 6,000 customers
worldwide, Centennial Software is a trusted developer of security
and IT management solutions. Centennial’s solutions are sold and
supported by accredited partners in 42 countries.

Discovery.Visual

Sometimes the best way to
understand the security risks facing the
organization is to see it graphically.
That's exactly what users get with
Discovery. Visual, as audit and security
information are combined into a
graphical view of the network.
Administrators can pinpoint areas

of high risk and understand the
relationships between different

assets and parts of the network.

Centennial Security.Suite also includes
the ability to maintain a record of
retired IT assets (Discovery.Archive)
and access the unique online software
information repository.
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